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PROGRESS AGAINST 2017/18 INTERNAL  AUDIT PLAN 

Internal Audit 

This report is intended to inform the Audit and Governance Committee  

of progress made against the 2017-18 internal audit plan  which was 

approved by the Audit and Governance Committee in March 2017.  

Please note that our work complies with Public Sector Internal Audit  

Standards. As part of our audit approach, we have agreed terms of  

reference for each piece of work with the Audit Sponsor, identifying the  

headline and sub-risks which have been covered as part of the  

assignment. This approach is designed to enable us to give assurance  

on the risk management and internal control processes in place to  

mitigate the risks identified. 

 

Internal Audit Methodology 

Our methodology is based on four assurance levels in respect of our  

overall conclusion as to the design and operational effectiveness of  

controls within the system reviewed. The assurance levels are set out  

in appendix II of this report, and are based on us giving either  

"substantial", "moderate", "limited" or "no“ assurance. The four  

assurance levels are designed to ensure that the opinion given does  

not gravitate to a "satisfactory" or middle band grading. Under any  

system we are required to make a judgement when making our overall  

assessment. 

 

Work outside of the Internal Audit Plan 

The following changes have been made: 

• An additional review for the Capital Pooling Return 

Certification was undertaken. 

Overview of 2017/18 work to date 

We have completed and finalised the reports for: 

• Audit 2, Accounts Payable  

• Audit 10. Council Tax and Business Rates  

• Audit 12. GDPR  

• Audit 13. Recruitment and Retention  

• Audit 17. Housing Rents. 

 

We have also completed a review of:  

• Audit 21. Capital Pooling Grant Certification. 

 

For those reports issued with Moderate opinions and above, the  

Executive Summary is enclosed in this report. 

 

No reports have received a Limited Opinion at this Committee. 

 

Please note that Audit 16. Companies Review has been issued in 

draft. 

 

Other Reports 

• Follow-Up of Recommendations. 
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Name of review Audit 

Sponsor 

Agreed 

Days 

Planning Fieldwork Reporting Committee 

Reported to 

Assurance 

Design Effectiveness 

EFFICIENT, EFFECTIVE COUNCIL 

Audit 2, Accounts Payable   Nigel 

Kennedy 
10    January    

2018 

Moderate Moderate 

Audit 3. Payroll and Overtime   Nigel 

Kennedy / 

Helen Bishop 

10  January 2018 

Audit 4. General Ledger   

 
Nigel 

Kennedy 
10 Removed from the Audit Plan 

Audit 5. Income Generation (non-

Direct Services)   
Nigel 

Kennedy 
13  January 2018 

 

Audit 6. Payment Card Industry 

Data Security Standard (PCI 

DSS)   

Nigel 

Kennedy 
12  February 2018 

Audit 7. Freedom of Information   Lindsay 

Cane 
12  

 

  June 2017 Moderate Moderate 

Audit 8. Counter Fraud Review   Scott Warner 15  

 

  September 

2017 

Moderate Substantial 

Audit 9. Budget Setting and 

Monitoring   
Nigel 

Kennedy 
15  

 

 [February 

2018] 

Audit 10. Council Tax and 

Business Rates  
Nigel 

Kennedy 
10  

 

  January    

2018 

Substantial Moderate 

Audit 11. Cyber Crime   Helen Bishop 14    September 

2017 

Moderate Limited 

Audit 12. GDPR  Helen Bishop 12    January    

2018 

Moderate Moderate 

Audit 13. Recruitment and 

Retention   
Nigel 

Kennedy 
15    January    

2018 

Moderate Moderate 

PROGRESS AGAINST 2017/18 INTERNAL AUDIT PLAN 
The reviews to be completed for the period 1 April 2017 to 31 March 2018 were agreed at the March 2017 Audit Committee. 

4 

38



Name of review Audit 

Sponsor 

Agreed 

Days 

Planning Fieldwork Reporting Committee 

Reported to 

Assurance 

Design Effectiveness 

VIBRANT, SUSTAINABLE ECONOMIES 

Audit 1. Car Parking  Nigel 

Kennedy 
12    June 2017 Substantial Moderate 

STRONG, ACTIVE COMMUNITIES 

Audit 14. Fusion Partnership 

Arrangements   
Ian Brooke 12    September 

2017 

Moderate Moderate 

MEETING HOUSING NEEDS 

Audit 16. Companies Review   

 
Stephen 

Clarke 
15  

 

  [TBC] 

Audit 17. Housing Rents   

 
Nigel 

Kennedy 
13  

 

  January    

2018 

Substantial Moderate 

ADDITIONAL REVIEWS TO THE AUDIT PLAN 

Audit 18. Disabled Facilities Grant Nigel 

Kennedy 
5    September 

2017 

 

N/A N/A 

Audit 19. Benefits Team Plan 

Comparison 
Nigel 

Kennedy 
2  

(carry 

forward 

from prior 

year) 

   September 

2017 

N/A N/A 

Audit 20. Cash Handling Nigel 

Kennedy 

 

15    September 

2017 

Moderate Moderate 

Audit 21. Capital Pooling Return Nigel 

Kennedy 
7    January 2018 N/A N/A 

PROGRESS AGAINST 2017/18 INTERNAL AUDIT PLAN 
The reviews to be completed for the period 1 April 2017 to 31 March 2018 were agreed at the March 2017 Audit Committee. 
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EXECUTIVE SUMMARY – AUDIT 2. ACCOUNTS PAYABLE 

6 

LEVEL OF ASSURANCE (SEE APPENDIX IV FOR DEFINITIONS) 

Design Moderate 

Generally a sound system of internal control 

designed to achieve system objectives with some 

exceptions 

Effectiveness Moderate 

Evidence of non compliance with some controls, 

that may put some of the system objectives at 

risk. 

SUMMARY OF RECOMMENDATIONS (SEE APPENDIX IV FOR DEFINITIONS) 

High          

    Medium              2 

Low                      3 

Total number of recommendations:  5 

OVERVIEW:  

Oxford City Council’s (the Council’s) account payables central team is led by the Strategic Payments and Procurement Manager who is supported by the Payments Team Leader 

and Payment Officers.  From 1 April 2017 to 6 September 2017, there was a total of 16,136 transactions recorded on Agresso (£24,847,845.00 in value). See Appendix II for 

further analysis. In addition, the Council has also set up  a wholly owned housing company whose accounts payable system has not been fully implemented. See Observation for 

more detail. 

 

During this review the following areas of good practice were noted: 

• Policies and procedures are readily available on the share drive and reflect current practice 

• There are consistent segregation of duties for purchase orders (POs) raised within the P2P system 

• The accounts payables team carried out sufficient due diligence procedures for new suppliers and changes of supplier details 

• Monthly meetings are formally held within the accounts payables team and adequately documented . There is clear evidence of discussion  on monthly KPI reports in the 

monthly accounts payable team meetings. 

 

However the following areas of improvement were noted: 

• Procurement card transaction are not reviewed and approved in a timely manner and the Payment Officer has limited ability to monitor procurement card transactions (see 

Finding 1 - Medium) 

• There are no segregation of duties identified within  Servitor/Key2 system, as the same individual was able to raise a purchase order, approve and match to the goods 

received note (see Finding 2 - Medium).  The activities of Servitor/Key2 are outside the remit of the central Accounts Payable Team and are the responsibility of Direct 

Services.  However, Direct Services is moving into a Company from 1 April 2018 and therefore this day to day operation will not be the responsibility of the Council but the 

issue still stands. 

 

Conclusion 

We have issued two medium and three low level recommendations that we believe will improve the control environment.  Furthermore, from our testing and observation of the 

control environments we have not identified any high recommendations or significant instances of non-compliance of controls in place. As a result we conclude moderate 

assurance on both the design and operational effectiveness of the controls.  The overall controls in the Accounts Payable Team are considered sound and to be operating 

generally well subject to some isolated exceptions. 

 

OXFORD CITY COUNCIL STRATEGIC OBJECTIVE THIS REVIEW RELATES TO 

An Efficient and Effective Council: A customer-focused organisation, delivering efficient, 
high-quality services that meet people’s needs.  
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EXECUTIVE SUMMARY – AUDIT 10. COUNCIL TAX AND NNDR 

6 

SUMMARY OF RECOMMENDATIONS (SEE APPENDIX II FOR DEFINITIONS) 

High 

Medium 

Low 

Total number of recommendations: 3 

OVERVIEW 

Background 

Business rates and council tax are property taxes on businesses and residential properties. In 2016 -17 Oxford City Council collected £89m and £77m respectively, with the 

collection rate for council tax being 98.5% and business rates 98.27%. The collection rates for 2017-8 to date stand at 56.74% and 58.01% respectively. 

Oxford City Council uses the Academy system to record and monitor this revenue. Bills and reminders are system generated in the Critiqom system using set parameters to ensure 

that billing and follow up is timely. For example, reminders are sent out seven days after a payment due date where a payment has not been received.  

The income collected  from these taxes fund local services, so it is imperative that the controls around billing and collection are reliable. The purpose of our review was to provide 

assurance that appropriate arrangements are in place and operating effectively in relation to the billing, collection and debt recovery of business rates and council tax charges. 

During our review we identified the following areas of good practice: 

• The Council has a strong control environment in place with regard to the collection of council tax and business rates, via its automated system and regular integrity checks  

• Each of our sample was banded and billed correctly, with appropriate and accurate discounts and exemptions applied where relevant 

• Clear and useful monthly KPI reports are produced and discussed at team meetings, helping  management retain sight of their objectives.  

 

However, we identified the following weaknesses : 

• The Academy system has a free text  notepad function where staff can write in notes related to the account. We found that dates and details are not always fully  recorded, 

particularly when data was entered by contact centre staff (Finding 1) 

• There was a small difference (£8,020.62) in monthly reconciliation  between Agresso and Academy for business rates in September 2017 and unresolved discrepancies in 

reconciliations were not monitored (Finding 2) 

• Within our council tax sample, a reminder had been sent out to a customer over two months after the payment due date, which is longer than the seven days parameter, 

although upon investigation it transpired it was a council-owned property. (Finding 3). 

Conclusion 

Overall we have raised two medium and one low level recommendations. The Council has a very strong control environment in place with regard to the  recording , billing and 

chasing of council tax and business rates charges, derived from the use of the Academy system and regular reconciliations and reporting, which has led us to conclude the Council 

has substantial controls in place. However we identified weaknesses around the reconciliation process, and the inconsistent use of notepad within the Academy system by contact 

centre staff, which indicates  small room for improvement in the operating effectiveness of these controls 

CLIENT STRATEGIC RISKS  

Risk Efficient, Effective Council 

LEVEL OF ASSURANCE (SEE APPENDIX II FOR DEFINITIONS) 

Design Substantial 
 There is a sound system of internal control designed to 

achieve system objectives. 

Effectiveness Moderate 
Evidence of non compliance with some controls, that may put 

some of the system objectives at risk.                          

2 

1 
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SUMMARY OF RECOMMENDATIONS (SEE APPENDIX II FOR DEFINITIONS) 

Medium                       1                                              

Low                       1        

Total number of recommendations: 2 

 

               

 

               

OVERVIEW 

The purpose of our review was to assess the actions that have been taken and are being planned for by the Council so that it is compliant with the requirements of the General 

Data Protection Regulation (the GDPR). In response to a growing concern about how personal identifiable information is collected and processed by organisations, the European 

Union approved the GDPR in April 2016. The GDPR will come into effect on the 25 May 2018 and the Information Commissioner’s Office (ICO) and the UK Government have 

confirmed that the withdrawal from the European Union will not affect the adoption of the GDPR into law. 

 

The two year transition period is indicative of the scale of the work that is required for organisations to move from the existing requirements of the Data Protection Act 1998 

(DPA) to the GDPR. Public sector organisations, particularly those within local government, are now required to strike a balance between the requirements of the GDPR and 

other statutory and regulatory obligations when processing personal identifiable information. 

 

As with the DPA, the GDPR will regulate how organisations are able collect, process and store personal identifiable information as well establishing the rights of the individual in 

relation to their own information. Personal identifiable information is defined as being any information relating to a living individual who can be identified: 

 

• From the data that is held by the data controller 

• From the data and any other information that is in the possession of, or is likely to come into the possession of, the data controller including any expression of opinion about 

the individual or any indication of the intentions of the data controller or any other person in respect of the individual. 

 

The GDPR continues to use the terms ‘data controller’ and ‘data processor’ that were established as part of the DPA. Significantly, the GDPR now makes the data controller, 

which is the organisation that owns the data that is to be processed, responsible for ensuring that the data processor is operating in a manner that is consistent with the GDPR. 

Failure to do so could result in action being taken against both the data controller and the data processor in the event of a breach. 

Organisations will be required to obtain the explicit and informed consent of the individual for their data to be collected, processed and retained. Furthermore, under the GDPR 

the individual will have the additional rights to access, amend, transfer and request that their information be erased, which were not clarified under the DPA. Organisations will 

be mandated to report any breaches to the ICO. 

The GDPR further strengthens the type of action that the ICO can take against an organisation when a breach occurs. The levels of fines  that were capped at £500,000 under the 

DPA have been raised to up to either 2% of global turnover or £10m, whichever is greater.  

The council has appointed an external consultant to provide advise and support the Council to prepare for the introduction of the GDPR. An action plan has been developed, 

which sets out the actions to be taken from August 2017 through to May 2018. 
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COUNCIL STRATEGIC RISKS  

Risk 
The Council is not compliant with the requirements of the GDPR on May 

25 2018. 

DIRECTION OF TRAVEL 

The Council is making good progress towards being compliant with the requirements 
of the GDPR by 25 May 2018. 

EXECUTIVE SUMMARY – AUDIT 12. GDPR 
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OVERVIEW (Cont.) 

The Council has established a Data Protection Steering Group for management support and direction for GDPR compliance in order to facilitate continual improvement around 

Data Protection. The Head of Business Improvement and the Head of ICT are leading the GDPR compliance work by co-ordinating project work streams.  

 

We found the following examples of good practice: 

• Gap Analysis and GDPR Planning: The Council has completed a gap analysis of its existing data protection arrangements against its obligations under the GDPR. From this gap 

analysis, a defined GDPR action plan has been produced, which establishes a risk based plan to address the issues identified. We found that the GDPR action plan establishes the 

work streams that will be completed, the timescale for the delivery, the members of staff responsible. Furthermore, the plan clarifies the areas that must be addressed so that 

the Council will comply with the GDPR 

• Appointment of a Data Protection Officer: As a data controller, the Council is required under the GDPR to appoint a Data Protection Officer who will be responsible for 

activities which includes being accountable for data protection across the Council and independently reporting on issues to Senior Management. The Council has identified that 

the recently appointed Head of Law and Governance will assume the role from May 2018 

• Awareness and Training: The Council has amended its induction training so that all new members of staff will be provided with guidance on the GDPR. An awareness 

programme has been initiated to provide all members of staff across the Council with information, guidance and support on how they will be affected by the changes to the law 

• Explicit Consent: The change from implicit consent to explicit and informed consent is one of the most significant changes introduced under the GDPR and the Council is 

exploring the potential to implement a consent management tool. This tool will support the Council in managing how it obtains and records individual consent. 

• Information Asset Register: GDPR requires to record all the data processing activities for privacy management program initiatives. The Council has embedded an Information 

Asset Register template that will record the Council’s personal identifiable information, where it is located and how it flows internally and externally. The Information Asset 

Register will be subject to an annual audit to confirm that the information is up to date. 

• Breach Register: In the event of a data breach, the GDPR obligates the data controller to communicate with all individuals effected without undue delay. Furthermore, the 

data controllers are now required to notify the ICO of breaches depending on the severity. The Council, as part of its GDPR action plan,  has developed a Breach Register that 

will record when a breach has been identified, reported, investigated and resolved. 

• Data Protection Policy: The Council has reviewed and updated its Data Protection policy to include appropriate measures to demonstrate compliance with the requirements 

of the GDPR.   

 

 

We found that the Council’s GDPR action plan does not include the following areas, which would support the Council in demonstrating compliance with the requirements of the 

GDPR: 

• Records Retention: Having a records retention schedule will help to ensure that the Council only holds records that contain personal identifiable information for as long as is 

necessary, as well as establishing a framework for it to be able to respond to requests from individuals for information to be erased. It was observed that the Council has revised 

the GDPR action plan after the initial conversation, to review and update the retention policy and to be made available on the intranet by January 2018. 

• Privacy Impact Assessments: Under the GDPR, the Council will need to be able to demonstrate that all of its processes that involve the use of personal identifiable 

information incorporate the principle of ‘privacy by design’. Although, the Council preforms Privacy impact assessments for some areas, this will require that the Council 

perform privacy impact assessments over all new and existing procedures as determined in the GDPR action plan. The Council has developed a draft PIA  advice, but it does not 

include to identify, assess and mitigate or minimise privacy risks with data processing activities.  

• Rights of the Individual: The Council’s GDPR action plan does not include defined procedures for responding to requests from individuals to be informed about how their 

information is being processed or for the use of the information to be restricted. 

EXECUTIVE SUMMARY – AUDIT 12. GDPR 
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OVERVIEW (Cont.) 

The Council has taken pro-active steps to identify the areas where it is not compliant with the requirements of the GDPR and to determine that action that needs to be taken. 

Delivery of the programme of work associated with the GDPR action plan will require the ongoing support of senior stakeholders from across the Council as any delays could 

jeopardise its delivery.   When delivered, the Council’s data protection governance structure will help to foster the public’s trust in how it collects, processes and retains their 

personal identifiable information. We conclude that the Council is taking appropriate steps and that it is on course to establishing an effective governance structure in line with 

the requirements of the GDPR. 

EXECUTIVE SUMMARY – AUDIT 12. GDPR 

10 
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LEVEL OF ASSURANCE (SEE APPENDIX II FOR DEFINITIONS) 

Design Moderate 

Generally a sound system of internal control 

designed to achieve system objectives with some 

exceptions. 

Effectiveness Moderate 

Evidence of non compliance with some controls, 

that may put some of the system objectives at 

risk.  

SUMMARY OF RECOMMENDATIONS (SEE APPENDIX II FOR DEFINITIONS) 

High          

    Medium                                                        5 

Low             1 

Total number of recommendations:  5 

OVERVIEW:  

The Council aims to hire and retain the best people and achieve its vision of building a world class city for everyone. The recruitment process in the Council involves the 

department managers, relevant business partners, Finance department and the HR team. Agency staff are recruited and managed by Reed, the recruitment specialist that 

supplies all temporary employees to the Council on request. From April to September 2017, the Council employed 23 agency staff and 1,470 substantive staff on average, and 

paid £280k and £3.4 million respectively per month. 

 

During this review the following areas of good practice were noted: 

• The Council recognises the benefits for employer and employee in maximising modern work style opportunities.  This includes cost and carbon savings, better service 

delivery, increased staff morale and flexibility 

• The Recruitment team provides sufficient support to the recruitment manager in relation to drafting job descriptions, shortlisting candidates, designing assessment criteria, 

providing interview feedbacks, etc.  

• Regular monitoring meetings are arranged between the Council and Reed, including weekly catch ups, monthly performance review meetings and quarterly higher level 

contract review meetings. Adequate oversight has been exercised over quality and spend on Agency staff 

 

However the following areas of improvement were noted: 

• To finalise a paper currently in draft which sets out clearly future monitoring arrangements for recruitment performance indicators and key challenges/actions to be 

undertaken by the HR Team 

• There is not guidelines on expected timeframes for each stage of the recruitment process along with insufficient focus on Hiring Managers who do not recruit often 

• No trend analysis has been carried out in the HR team, to help decrease agency expenditure 

• No Retention Strategy  has been established in the Council, and no effective method is employed to learn from the reason for leavers 

• The Council do not currently integrate the use of Social Media effectively into the majority of recruitment campaigns and this should be done 

• One employee’s DBS record is still kept in the HR database, which is not compliant with legal requirements. 

 

 

Conclusion 

We have issued five medium and one low level recommendations that we believe will improve the control environment.  Furthermore, from our testing and observation of the 

control environment we have not identified any high recommendations or significant instances of non-compliance of controls in place. As a result we conclude moderate 

assurance on both the design and operational effectiveness of the controls. 

 

OXFORD CITY COUNCIL STRATEGIC OBJECTIVE THIS REVIEW RELATES TO 

An Efficient and Effective Council: A customer-focused organisation, delivering 

efficient, high-quality services that meet people’s needs.  

EXECUTIVE SUMMARY – AUDIT 13. RECRUITMENT&RETENTION 

11 
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LEVEL OF ASSURANCE (SEE APPENDIX III FOR DEFINITIONS) 

Design Substantial 
There is a sound system of internal control designed to 

achieve system objectives. 

Effectiveness Moderate 
Evidence of non compliance with some controls, that 

may put some of the system objectives at risk.  

SUMMARY OF RECOMMENDATIONS (SEE APPENDIX III FOR DEFINITIONS) 

High         

    -                     

    Medium                          

       1 

Low            

        1 

Total number of recommendations:  2 

OVERVIEW 

As at March 2017 Oxford City Council (the council) managed 7746 council houses, which generated a total income in excess of £19.4 million from April to August 2017. The total 

value of rent arrears were in the region of £1.36 million of which £0.95 million related to current tenants and £0.4 million to former tenants. The service uses the Northgate 

system to process and record rent receipts; this holds all customer account information and is able to record and credit payments to the relevant tenant accounts.  

 

During the review we noted the following areas of good practice:  

 

• The policies and procedures reviewed for housing rents were fit for purpose and were reviewed on an annual basis 

• There was a robust escalation procedure in place when tenants fell into rent arrears 

• We tested a sample of five rent accounts and found that the debt recovery procedure from the seven day reminder letter to court proceedings applications were followed 

diligently  

• Adequate processes were in place whereby rent rates were approved by the cabinet, uploaded by the management accountant and applied to all council properties. These 

were reflected within the rent accounts and applied to the correct date periods 

• Manual adjustments such as refunds, had appropriate supporting documentation attached and were approved prior to being actioned 

• Five out of five write off cases tested had appropriate supporting documentation in place, adequate reason for sign off and appropriate authorisation in place. 

• The Council are currently in the process of finalising a housing management system which will automatically interface with the Agresso system. Currently the Council are 

completing an interface between Northgate and Agresso manually (annual basis). No errors occurred through this process.   

 

However we also found the following areas for improvement:  

 

• Whilst rent arrears were identified and adequately underwent the debt recovery escalation process from seven day reminder letter to court proceedings, three out of five 

cases were not monitored effectively post case proceedings with two of the cases leading to payments not being made (Detailed Finding 1). 
 
Conclusion 

 

We have issued one medium and two low level recommendations concluding that there is a sound system of internal control designed to achieve system objectives. However, 

there was evidence of non compliance with some controls, that may put some of the system objectives at risk leading to a moderate assurance on operational effectiveness. 

The Council should ensure it monitors rent accounts that have been susceptible to court proceedings.  

OXFORD CITY COUNCIL STRATEGIC OBJECTIVE THIS REVIEW RELATES TO  

Efficient, Effective Council: A flexible and accessible organisation, delivering high- 

quality, value-for-money services  

12 

EXECUTIVE SUMMARY – AUDIT 17. HOUSING RENTS 

46



OTHER INTERNAL AUDIT WORK 

CAPITAL POOLING RETURN 

The purpose of this mandatory review is for an independent auditor to provide an Assurance 

Report on the quarterly Pooling of Housing Capital Receipts return entered onto LOGASNET.  As 

part of this review we were required to validate the accuracy and completeness of entries made in 

relation to capital transactions for example: 

 

• Right to Buy (or equivalent) receipts  

• Right to Buy (or equivalent) sales  

• New-Build Expenditure . 

 

Further to this we also assessed arrangements to ensure claims and returns are completed 

accurately and in accordance with the scheme terms and conditions. A control environment upon 

which reliance can be placed is likely to include: evidence of grant terms and conditions being 

identified and reviewed and action taken at an early stage to collect the information that will be 

required to demonstrate entitlement to grant; comprehensive documentation; ongoing monitoring 

of compliance with terms and conditions; monitoring and compliance with deadlines. 

 

Conclusion 

We identified no significant (or otherwise) errors or omissions to report and the claim was 

completed on time by Officers and audited in line with the deadlines by internal audit. 

 

We certified the claim with no issues to report.  

8 
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APPENDIX I – DEFINITIONS 
The below table sets out the definitions for the assurance levels and recommendation significant we issue in our  audits. 

LEVEL OF  

ASSURANC

E 

DESIGN of internal control framework OPERATIONAL EFFECTIVENESS of internal controls 

Findings from review Design Opinion Findings from review Effectiveness Opinion 

Substantial Appropriate procedures and  

controls in place to mitigate the  

key risks. 

There is a sound system of  

internal control designed to  

achieve system objectives. 

No, or only minor, exceptions  

found in testing of the procedures  

and controls. 

The controls that are in place are  

being consistently applied. 

Moderate In the main there are appropriate  

procedures and controls in place  

to mitigate the key risks reviewed  

albeit with some that are not fully  

effective. 

Generally a sound system of  

internal control designed to  

achieve system objectives with  

some exceptions. 

A small number of exceptions  

found in testing of the procedures  

and controls. 

Evidence of non compliance with  

some controls, that may put some  

of the system objectives at risk. 

Limited A number of significant gaps  

identified in the procedures and  

controls in key areas. Where  

practical, efforts should be made  

to address in-year. 

System of internal controls is  

weakened with system objectives  

at risk of not being achieved. 

A number of reoccurring  

exceptions found in testing of the  

procedures and controls. Where  

practical, efforts should be made  

to address in-year. 

Non-compliance with key  

procedures and controls places  

the system objectives at risk. 

No For all risk areas there are  

significant gaps in the procedures  

and controls. Failure to address  

in-year affects the quality of the  

organisation’s overall internal  

control framework. 

Poor system of internal control. Due to absence of effective  

controls and procedures, no  

reliance can be placed on their  

operation. Failure to address in-  

year affects the quality of the  

organisation’s overall internal  

control framework. 

Non compliance and/or  

compliance with inadequate  

controls. 

Recommendation Significance 

High A weakness where there is substantial risk of loss, fraud, impropriety, poor value for money, or failure to achieve organisational objectives. Such  

risk could lead to an adverse impact on the business. Remedial action must be taken urgently. 

Medium A weakness in control which, although not fundamental, relates to shortcomings which expose individual business systems to a less immediate  level 

of threatening risk or poor value for money. Such a risk could impact on operational objectives and should be of concern to senior  management and 

requires prompt specific action. 

Low Areas that individually have no significant impact, but where management would benefit from improved controls and/or have the opportunity to  

achieve greater effectiveness and/or efficiency. 
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